Pexomenpauun kamentam AQ «HII® «/loctoitnoe BY IYIIEE» no
3amUTe HUHPOpPMANMHM OT BPEIOHOCHBIX KOJAOB B  IeJdX
NMPOTUBOACHCTBHUS HE3AKOHHBIM (DUHAHCOBBIM OIlEPALMAM

Bo3MOKHBIE pECKH ITOJIYUCHHS HECAHKIIMOHUPOBAHHOI'O JOCTYIIA K 3aIIUIIACMOM I/IHd)ODMaHI/II/I C
OCJIbIKO  OCYIICCTBJICHUSA d)I/IHaHCOBBIX olepallii JUIlaMH, HE O6J'I3,I[aIOI_HI/IMI/I IIPpaBOM HX
OCYHICCTBJICHU A

Hcnonb30BaHue CpeACTB BBHIYMCIUTEIBHON TEXHUKH MPH COBEPLICHUN (PUHAHCOBBIX ONEpanuit
HEceT B cebe pUCKU MOJTyueHHsI HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K 3aIIUIIIaeMoi HHPOPMAIIUH ¢
LIEJIBIO OCYILECTBIIEHUS (PMHAHCOBBIX ONEpaLUii OT UMEHH KIIMEHTA.

Puckn MOJIY4CHHA HCCAHKIMOHHWPOBAHHOI'O AOCTYIIA K I/IH(I)OpMaIII/II/I IpEIKAC BCCTO CBA3AHLI C
«(puIMHroM» (KCIOJIb30BAHUEM JIOXKHBIX pecypcoB ceTh MHTEpHET C LeIbl0 OCYIIECTBICHUS
NIEPEBOJIOB JICHEKHBIX CPEACTB JIMIAMH, HE OOIaJaroIlMMHU IPABOM PACIOPSIKEHHUS ITHMHU
JIEHE)KHBIMH CPEACTBAMMU), @ TAK)KE BO3JCHCTBUEM BPEJOHOCHOTO KOJIa.

OOMeHHUBasICh HH(I)OpMaHHefI 110 CCTU I/IHTepHeT 0e3 UCIT0JIb30BaHUs JOITIOJIHUTCIIBHBIX CPEACTB
3alllUThI I/IH(bOpMaI_[I/II/I, KIIMCHT IPUHHUMACT Ha ce0s PUCKH €€ PACKPBITHA IICPCa JIFOOBIMHU
TPETbUMHU JIMIIAMU.

AO «HII® «/locroitnoe BY IVIIEE» (nanee ®onn) npeAnpuHuMaeT Bce HeOOXO0IMMbIE MEPbI
0 MHUHUMH3ALUMA PUCKOB 3a CYET HUCIOJb30BAaHUS COBPEMEHHBIX MEXaHH3MOB OOECIeUeHUS
0e30MacHOCTH, BBITIOJIHEHUS TPEOOBAHUI 3aKOHOAATEIHCTBA, IPUMEHEHUS CEPTUDUIIUPOBAHHBIX
CPEJCTB 3allMUThl, KOMIIJIEKCOB OPraHU3AllMOHHBIX MEp, HO MpPH 3TOM HE MUMEET BO3MOYKHOCTH
rapaHTUPOBATH MOJHOE UCKIIOYEHUE PUCKOB MOJYUYECHHS] HECAHKLIIMOHMPOBAHHOTO JOCTYyINA WU
BO3JICUCTBUSI BPEOHOCHOTO KOJAa HA y4acTKax O0OpaOOTKM M TOCTYIUJICHUsS HHGOpMAINH, Ha
YCTPOMCTBAX BBIYMCIUTEIIBHON TEXHUKH, HAXOIAIIUXCSI BHE €r0 KOHTPOJISL.

MGDBI 0 MPEAOTBPAIICHHUIO HECAHKITMOHUPOBAHHOTI'O JOCTYIIA K 3amnmaeM0171 I/IHd)ODMaIlI/II/I

Ha cerogssmHuil [aeHb CYHICCTBYET OTPOMHOC KOJUYCCTBO pa3Hoo6pa3HHx CII0CO00B
HCIIPABOMEPHOT'O OOCTYIIa K I/IH(i)OpMaLII/II/I, 3JIOYMBIIIJICHHUKHN TTOCTOSIHHO COBCPIICHCTBYKOT U
JIOTIOIHSIIOT METOJIbl COLIMAJIbHOM HHKCHCPUN W MAHUITYJIUPOBAHUSA, HCIIOJIB3YHOT HOBEHIIINE
CpeacTBa U TCXHOJIOTUU.

Mepsl, TO3BOJNSIONIME CHU3UTh PHCKA HECAHKIIMOHHPOBAHHOTO JOCTyNa K 3alldIIaeMon
uHpOpMaLUu:

1. BeimonHeHwe TpaBWJ, YCTAaHOBJECHHBIX  OSKCIUTYyaTallMOHHOM  JOKyMEHTAalMed Ha
nporpaMMHoe obOecrieueHne, MH(GOPMAIMOHHBIE PECYpPChl, CpPEeACTBa 3alIUThl WHGOpMalUH,
BKJII0Yasl CPEJCTBA HJIEKTPOHHOMN MOATHUCH.

2. Pexomennyercst peryisipHO MEHATH Mapojb s pabOThl CO CBOMMHU YYETHBIMH JaHHBIMU B
uHpopMalMoHHBIX pecypcax @onpa. [lnnna Bamiero naposs 1omkHa ObITh HE MEHEe 8 CUMBOJIOB
U TIPEJICTABIATH COOOM CII0KHOE COYeTaHHE CTPOUHBIX M MPOMMCHBIX OYKB, IU(P U CUMBOJIOB.



3. BozaepxuBaiiTech OT HCHOJB30BaHUSI JIOTUHOB W IApPOJICH, YCTAaHOBJIEHHBIX paHee IMpHU
paboTe ¢ 1r00BIMU UHBIMU pecypcaMu ceTH MHTepHeT.

4, PCKOMGHI[yeTCH HE IIEpeChblIaTh MapoJIk IO IIOYTE, CMC, HC XPAaHUTb B OTKPBITOM BHJC B
KOMITBIOTCPHBIX (bafmax " MECTax JOCTYIIHBIM TPETHUM JIMLIAM.

5. Tlpu oOHapy:KEHHWH KOMIIPOMETAIIUU Mapois, PEKOMEHIyeM He3aMeIIUTEIbHO CMEHUTh
[1apOoJib HAa HOBBIM.

6. PeKOMeH,Z[yeTCH HUCKIIFOYHUTh WM 3aTPYAHUTHb OOCTYII TPETbUX JIMI K HCIIOJIb30BAHUIO
YCTpOfICTBa, IMOCPEACTBOM KOTOPOI'0 OCYIIECCTBIIAOTCA (bl/IHaHCOBBIe orcpanuu.

7. PexkomeHmyeTcs UCKIIOUUTH MCIOJIB30BAaHUE YCTPOWCTBA, IOCPEACTBOM KOTOPOTO
OCYIIECTBIISIOTCS (PHHAHCOBBIC ONEpallnu, A pabOThl C COMHUTEIBHBIMU U PA3BICKATEIIBHBIMU
calTaMHu.

8. Jlms meneilt cosepiieHHs (UHAHCOBBIX OMNEpaluil PEKOMEHIYeTCS OTrpaHUYUuTh HaOop
IPOrPaMMHOTO 00ECIICUeHUs TOILKO MUHIMAIILHO HEOOXOIMMBIM, UCIIOJIb30BaTh HA YCTPOHCTBE
TOJIBKO JIMIICH3MOHHOE, PETYJSIPHO OOHOBISIEMOE IMPOrpPaMMHOE O0ECIeYeHHE C aKTyaJlbHOU
TEXHUYECKOH MOAEPKKOM.

9. PeKOMeHI[yeTCSI HC OTKPbIBATb BJIOKCHUS, IOJYYCHHBIC B DJJICKTPOHHBIX IIMCbMAax OT
HCU3BCCTHBIX OTHpaBHTeHeﬁ.

10. PexomeHayeTcst HE OCYHIECTBIISTh (PMHAHCOBBIE OINEPALMU Yepe3 OTKPBIThIC MyOINYHBIE U
HepoBepeHHbIe cetn WiFi.

Mepsl npu yTpare (1orepe, XUIIEHNN) KIMEHTOM YCTPOMCTBA, C UCIOIb30BaHUEM KOTOPOTO UM
COBEPIIAINCH IEHCTBHS B LIEJIAX OCYIIECTBICHUS (PMHAHCOBOM OIEpaIiy:

1. bezornarareiabHO MTPENNPHUHATH MEpPhl MO OJOKHPOBKE AOCTyNMa K HH(DOPMAIIMOHHBIM
pecypcam ®DoHJa, 4epe3 KOTOphbIe ¢ YTPAueHHOTO YCTPOMCTBA OCYIIECTBISLIUCH (PUHAHCOBBIC
onepanuru, ajsd 4€ro nNO3BOHUTH IO TCJ'Ie(l)OHy WJIK HAalIpaBUTh COO6HI€HI/I€ 10 BHGKTPOHHOPJI I104TeC,
yKa3aHHbIe Ha opuIuaibHON cTpanuiie onHna.

2. IlpoBectu mpouenypy 3aMeHbl maposieid U Jpyroi ayTeHTH(UKAIMOHHOW MH(pOpMaLUU B
UHpOpPMaLMOHHBIX pecypcax @DoHma, uepe3 KOTOpble C YTPAaYEeHHOTO YCTpoOiHcTBa
OCYILECTBIISUIMCH (DMHAHCOBBIE ONEPALUH.

Mepbl MO KOHTPOJIIO KOH(UTypaIMy YCTPOMCTBAa, C HMCIOJIB30BAHHEM KOTOPOTO KIHMEHTOM
COBEPIIAIOTCS ACUCTBUS B LIEISAX OCYIICCTBICHUS (DMHAHCOBOMW OTEpPAIINH:

1. Ha ycrpoiicTBe, ncronb3yeMoM Ajisi coBepLIeHUs] (PMHAHCOBBIX OINEpalMii, pEKOMEHIyeTCs
paspemiate paboTy TOJIBKO C MpeABapUTENbHON aBTOpPHU3AIMel MOJb30BaTess yCcTpoiicTBa (pin-
KOJ, Iapojb U T.1.).

2. He pexomeHmyercsi WCIONB30BaTh TPU OOBIYHON paboTe aaIMUHHCTPATUBHBIC TIPaBa,
MO3BOJISIONINME BHOCUTh H3MEHEHUSI B KOH(UTYpaIUIO yCTPONCTBA.



3. Ilepuoanyecku KOHTPOIMPOBATH JKypHAJIbl COOBITHM aHTUBHUPYCHOIO IPOrPaMMHOIO
o0OecrieyeHns, CUCTEMHbIE >KYPHAJIbl, IEPEUEHb YCTAHOBJIEHHBIX IPOTPaMM M 3aIlyILEHHBIX
IIPOLIECCOB, IIEPEUEHb MOJKIIOYEHHBIX YCTPOMUCTB.

4. Ilpu 3amnpocax JIOMOJHUTEIbHBIX MPaB U pa3pelIeHUi JTI0ObIM MPOrpaMMHBIM OOeCIieUeHnEM
MIPOU3BOIUTH OLEHKY JIEHCTBUTEIBHON HEOOXOAUMOCTH MPEAOCTABICHUS TAKUX TIPaB.

Mepbl 10 cBOEBpeMEHHOMY O0OHAPYKEHHUIO BO3JCHCTBUS BPEJOHOCHOTO KOJa:

1. Ha xowmmbproTepe U YCTPOWCTBaX, MCIOJB3YEMBIX B IENIAX COBEPIICHHUS (UHAHCOBBIX
onepaunﬁ, PCKOMCHAYCTCS YCTAaHABJIMBATL JIMOCH3UMOHHOC AHTUBHPYCHOC MPOrpaMMHOI0
obecrieueHue, KOTOpoe AOJIKHO PEryIsipHO OOHOBIISITHCS TPOU3BOAUTEIIEM.

2. «Jleuenune» u YAQAJICHUC 3apa’KCHHbIX (I)aﬁHOB JAOJIKHO TPOU3BOJAUTHCSA AHTUBHUPYCHBIM
MporpaMMHbIM obecreyeHreEM B aBTOMATHYECKOM PEKUME oe3 y4acTu 10JIb30BaTCIIA.

3. Pexomennmyercst HACTPOUTH AHTUBUPYCHOE POTPAMMHOE 00eCIIeueHNEe Ha aBTOMATHIECKYIO
HOJIHYIO IPOBEPKY YCTPOMCTB Ha MPEeIMET HAIWYHSI BPEIOHOCHOTI'O IIPOrPAMMHOTO KOJIa HE pexe
OJIHOTO Pa3a B HEJEINIO.

4. PexoMeHayeTCs MOABEpraTh AHTHBUPYCHON MPOBEPKE JIFOOYI0 MHPOPMAITUIO, TIOTy4aeMYyH0
u3 cetu IHTEpHET MM Ha ChEMHBIX HOCUTEIISX.

5. Ilpu BO3HUKHOBEHHUH IOJO3PEHHS HA HAIUYHME KOMIBIOTEPHOTO BHpYCa, PEKOMEHAYETCS
MIPOBECTH JIOTIOTHUTEIIbHBIE TPOBEPKU M IPUOCTAHOBUTH padOTy ¢ (hHHAHCOBOM HHPOpMAITUEH 10
ycTpaHeHUs MpooIieM.

6. B ciryuae oOHapykeHHsI aHTUBUPYCHBIM ITPOTPAMMHBIM 00ecrieueHeM BPETOHOCHOTO KO/Ia,
pEKOMEH/1yeTCsT MPOKOHTPOJIMPOBATh OTCYTCTBME HECAHKIIMOHMPOBAHHBIX JEHCTBUH M, MO
BO3MOKHOCTH, TPOU3BECTH 3aMEHY MCIIOJIB3YEeMOH B IIEJISX COBepIIeHUs] (PUHAHCOBOU onepanuu
ayTeHTU(UKALMOHHOM HH(pOpMAIIHH.

7. B wunpopmannoHHsix pecypcax @oHJa, TOCPEICTBOM KOTOPBIX OCYIIECTBIISIFOTCS
(uHaHCOBbBIE ONEPALINU, PEKOMEHIYETCS IEPUOJUUECKH TPOBEPSATH CTATUCTUKY CEAHCOB PaldOTHI,
3anpoIeHHoN nHpopMaluy, COOCTBEHHBIX 3aIIPOCOB HAa COBEPLICHUE ONEPALIUH.



